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About the course (1)

#* Purpose of this course

09-01-2010

Let students learn and get familiar with
computer networks basic concepts and
aspects; thoroughly understand network
architectures, primary ideas of network
engineering, as well as network
applications; build up ground work for
further study and R&D in computer
networks field.
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About the course (2)

® (Contents of the course

Will systematically study computer networks
principles, ISO/OSI reference model (seven layers),
especially the hybrid model of five layers, and TCP/IP
model.
ISO/OSI-rm Hybrid

Application application

Presentation

Session

Transport transport

Network network

Data link data link

Physical
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About the course (3)

® Textbook
Andrew Tanenbaum, Computer Networks, 4thed,
Prentice Hall, 2003;  &#ZR1¥, B4, 2004

® References

- Larry Peterson, Computer Networks: A Systems
Approach, 2" ed, Morgan Kaufmann, 2000

— Computer Networking: A Top-Down Approach
Featuring the Internet, 3/E, James F. Kurose, Keith W.
Ross, Addison Wesley, 2004.5

— Alots of other network books in Chinese or English
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About the course (4)

® Credits
60/20 teaching hours with 3.5 credits
® Assignments

Homework is assigned un-periodically, maybe once a
week

® Quiz and lab works

un-periodically assigned in or after class
visit network center and super computing center

® Grading policy
40% for assignments, lab works and quiz;
60% for final.
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Contact Information

® Instructor

Shoubao Yang ##E %
3601540 syang@ustc.edu.cn
http://202.38.64.11/~syang

® TAs

T=9%, BAXE, & 3603029

wxm11008 hndazwy, lonely58
@mail. ustc.edu.cn

® Course Website: 202.38.64.10/~wxm11008
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09-01-2010 - kaoynGasi REF Networks Chapter 1-1



01
02
03
04
05
06
07
08

09-01-2010

www . kaoyancas . net

Chapter 01 Introduction

Contents of This Book

Introduction

The Physical Layer
The Data Link Layer
The MAC Sublayer

T
T
T

ne Network Layer
ne Transport Layer

ne Application Layer

Network Security
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Historic Review

® ENIAC: 1946, the very first computer

® ARPANET: 1969, the very first computer
network for advanced research project agent
of defense department, USA.

® |nternet: 1986

® National Information Infrastructure: 1993
® Commercialized Internet: 1995

® NGI: 1995, Next Generation Internet

® |2: 1996, Internet2

® CNGI: Cernet2 + ...

.-
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Early Stage of ENIAC
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Why Networking?

® The integration of computers and communication
techniques:

(1) communication network is the infrastructure for
computer network;

(2) computer progress facilitates telecommunication
Computer Network = computer + communication

® \Why networking?

The needs for efficiently collecting, storing, processing,
distributing and managing information

The needs for changing manner of using computers
The needs for changing manner of using networks‘

09-01-2010 ww . kaoyaneas, NEF Networks Chapter1 1 15/107
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What is a computer network?

® Tanenbaum’s definition

Computer network - Interconnected collection
of autonomous computers

® Our definition

A system that interconnects muiltiple
autonomous computers in different locations with
communication equipment, trunks, and
communication software(OS, protocols, etc.), for
resource sharing, is so called computer network.

: ¥ ik e B calr e W
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TEP

(2)) Computer Network vs Distributed System
what is the difference?

® Key distinction is that in a distributed system,
the existence of multiple autonomous
computers is transparent to users. It looks like
a virtual machine with uni-processor.

® \With a network, users must explicitly log on to
one machine, explicitly submit jobs remotely,
explicitly move files around and handle
network personally.

09-01-2010 www . kaoyaneas: NEF Networks Chapter 1-1 17/107
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Important Conclusion

® |n effect, a distributed system is a software
system build on top of network.

® [he software gives it a high degree of
cohesiveness and transparency.

® Thus the distinction between a network
and a distributed system lies with the
software (especially the operating system)
rather than with the hardware.

09-01-2010 ww . kaoyaneas: NEF Networks Chapter 1-1 18/107
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1.1 Use of Computer Networks

1.1.1 Business applications
Resource sharing, information sharing
High reliability
Saving money — client/server model
Scalability

Client machine Server machine
Client Server

process /”process

\ /
W

Reply
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Business Appllcatlons of Networks

TR
[LTTITITHII]
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Fig. 1-1 A network with two clients and one server.

Client machine Server machine
Request

[ ——
—< Network >—
£ %

/ Reply \

Client process Server process

Fig. 1-2 The client-server model involves requests and replies
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1.1.2 Home Network Applications

Access to remote information
Person-to-person communication
Interactive entertainment
Electronic commerce

Full name

Example

Business-to-consumer

Ordering books on-line

Business-to-business

Car manufacturer ordering tires from supplier

Government-to-consumer

Government distributing tax forms electronically

Consumer-to-consumer

Auctioning second-hand products on line

Peer-to-peer

File sharing

Fig. 1-4 Some forms of e-commerce

09-01-2010 ww . kaoyaneas: NEF Networks Chapter 1-1 21/107
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Home Network Applications (2)

Fig. 1-3 In a peer-to-peer system there are no fixed clients and
servers, such as Napster, and PPlive, Skype...
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1.1.3 Mobile users
Wireless LAN
Fixed wireless and mobile wireless

Wireless | Mobile Applications

No No Desktop computers in offices

No Yes A notebook computer used in a hotel room
Yes No Networks in older, unwired buildings

Yes Yes Portable office; PDA for store inventory

1.1.4 Social Issues

social, ethical, political problems,
such as politics, religions, sex, ...

09-01-2010 ww . kaoyaneas NEF Networks Chapter 1-1 29/107
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Computer Networks Overview (1)

® Hardware: Talk just a bit about how you
can configure a bunch of computers into
a network:

Local Area Networks (LAN)
Metropolitan Area Networks (MAN)
Wide Area Networks (VWWAN)
Internetworks

® Software: This is what actually makes
computer networks — not the hardware!

09-01-2010 ww . kaoyaneas, NEF Networks Chapter1 1 30/107
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(©)) Computer Networks Overview(2)

%
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® Protocols: how two communicating parties
exchange information.

® Services: what a network offers to parties that
want to communicate.

® Interfaces: how a client can make use of
network services, i.e. how the services can be
accessed.

Reference models: Describe how the OSI and
Internet networks are organized.

sl AT er RN Rt
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1.2 Network Hardware

® Two types of transmission technology:
broadcast links and point-to-point links

® Broadcast network: a single communication
channel is shared by all computers, that is,
sending a packet implies that all others receive it.

® Multicasting: transmission to a subnet of users

® Point-to-point network: Computers are
connected in pairs, that is, sending a packet goes
strictly from the sender to the receiver, possibly
having to visit intermediate machines (routing).

® Unicasting: with only one sender and one
receiver

09-01-2010 . KaOYRISES 18F Networks Chapter 1-1
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Interprocessor Processors Example
distance located in same

1m Square meter Personal area network

10 m Room

100 m Building ~ Local area network

1 km Campus

10 km City Metropolitan area network

100 km Country

Wide area network
1000 km Continent

10,000 km Planet The Internet

Fig. 1-6 Classification of interconnected processors by scale

09-01-2010 www . kaoyaneas, NEF Networks Cha
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1.2.1 Local Area Networks (LAN)

® Apart from scale, LANs distinguish themselves
from other networks by (generally) using
broadcast technology, and having simple
topologies:

Computer

:EELLY: AN

Cable \l‘

Computer

Fig. 1-7 Two broadcast networks. (a) Bus. (b) Ring. The Star

elmiok A e RS VA e R
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Typical Topologies of
Local Area Networks (LAN)

® Type (a) (Bus-based): All computers are connected
to the same wire. When one of them starts sending,
the signal is propagated to all others. If two of them
start sending at the same time, packets collide and
rubbish is the resuilt.

® Type (b) (Token-based): a token (which is just a
small packet) continuously circulates along the ring.
A sending computer:

(1) waits until the token passes and removes it
(2) sends its packet along the ring
(3) waits until the packet returns
(4) reinserts the token
® The star is the most commonly sed todm “ﬂw

e ™ “! .l;g-‘_nsnd P -4, -3 S sl
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) 1.2.2 Metropolltan Area Networks (MAN)

B g BR B g BE B g BE BE g BEE
Junction T T T T
box =

B B E EE &

ETEE EETEE ETEE EETE
Head end
T~

Internet e g HE wE g EE o & HE g B
\ ==
=
AR

AN

Fig. 1-8. A metropolitan area network based on cable TV
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) 1.2.3 Wide Area Networks (WAN)

° Note: LANs and MANs generally don't have any
switching elements: the wire does all the work.
This makes them extremely efficient, although
harder to scale. Here’'s where WANs come in.

Subnet Router

\

P

LAN

Fig. 1-9. Relation between hosts on LANS and the subnet

09-01-2010 ww . kaoyaneas, NEF Networks Chapter1 1 37/107
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Wide Area Networks (2)

® |[n a WAN, hosts are connected to a subnet,
which in turn consists of routers (switching
elements) and trunks.

® Routers generally adhere to a store-and-
forward principle: incoming packets are first
buffered (stored), the router takes a decision
on where the packet has to go, and forwards
the packet across the selected output line.

. L ke o B ey [ i
- =2k - i ! FARTRAAT P LRSS 1 SR
EEEIPTAN R, e 2. —
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Wide Area Networks (3)

Router Subnet

Sending host Receiving host

Router C makes a
choice to forward
packets to E and
notto D

Receiving process

Fig. 1-10. A stream of packets from sender to receiver.

L '__Ig‘

R-E = ._ -,: Epro J_..,. [ . ]
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WAN Consists of Two Subnets

® Resource subnet

Includes computers, terminals, programs,
etc.

Responsible for information processing
and storing

® Communication subnet

Includes transportation lines, switching
elements(routers and switches, etc.)

Responsible for information delivery and
distributing

09-01-2010 ww . kaoyaneas, NEF Networks Chapter1 1 40/107
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WAN Topologies

® Note: In contrast to LANs and MANSs, the organization of
a WAN in terms which hosts are interconnected is
important

® Observation: Most often you’ll see arbitrary topologies;
the others are used in application-specific ways (mostly
star, ring, and tree) 42

09-01-2010 ' | 41107
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1.2.4 Wireless Networks (1)

® \Vireless networks can be divided into
three main categories:
- System interconnection
— Wireless LANs
- Wireless WANSs

® System interconnection is all about
interconnecting the components of a
computer using short-range radio, such as
Bluetooth with the master-slave paradigm.

" xr'-"-'::" 5 _]_7 1 .,A?.-I-
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Wireless Networks (2)

Base | To wired network
station

Fig. 1-11. (a) Bluetooth configuration (b) Wireless LAN

bog I‘_‘-r:;— .:: 1‘.‘:-: 2 .T-‘-““-- .LE'
o el o
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Wireless Networks (3)

® Wireless LANs - IEEE 802.11

— Every computer has a radio modem and
antenna with which it can communicate with
other system

- If the systems are close enough, they can
communicate directly with one anotherin a
peer-to-peer configuration.

— The standard for wireless LANS is called
|IEEE 802.11

09-01-2010
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Wireless Networks (4)

® Wireless WANS - IEEE 802.16

— The radio network used for cellular
telephones is an example of a low-bandwidth
wireless system.

— Three generations for cellular telephones:
analog for voice only; digital for voice only;
digital for both voice and data.

- High-bandwidth wide area wireless networks
focus on high-speed Internet access from
homes and businesses, bypassing telephone
system (called local multlpomt dlstrlbutlon
service). The standard isfiEEE 802.16. =855+
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Wireless Networks (5)

and mobile: ragpication M

Office workstations N
Notebooks Y
LAN in the jungle N
LAN on a ship Y/N
PDA Y

® Note: Distinction is sometimes hard to make,
especially when wireless and wired go together

Flying router

B E R R E NN
O g
Portable

computer

Cne telephone
call per computer
(aj

09-01-2010 www . kaoyaneas: NEF Networks Chapter 1-1 | 46/107




www . kaoyancas . net

1.2.5 Home Network Categories

® Computers (desktop PC, PDA, shared
peripherals)

® Entertainment (TV, DVD, VCR, camera, stereo,
MP3)

® Telecomm (telephone, cell phone, intercom, fax)

® Appliances (microwave, fridge, clock, furnace,
air conditioner)

® Telemetry (utility meter, burglar alarm, baby
cam).

FCTraPAr ol o B
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1.2.6 Internetworks (1)

® Homogeneous

- The assumption so far is that a network is
homogeneous: there is hardly any variation
iIn hardware and software. In practice, large
networks can only be constructed by
interconnecting different kinds of networks,
internet(work).

® Heterogeneous

- hardware and software are variable,
especially the protocol stacks are different

09-01-2010 ww . kaoyaneas: NEF Networks Chapter 1-1 48/107
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Internetworks (2)

® Examples

— Connecting a collection of different kinds of
LANs (bus-based to token-based) within a
department.

— Connecting LANs to each other through a
WAN (think of enterprise networks for
multinationals). The WAN acts as a subnet.

— Connecting WANSs to each other (the
Internet).

09-01-2010 www . kaoyaneas: NEF Networks Chapter 1-1 49/107
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1.3 Network Software

1.3.1. Protocol Hierarchies

® Jo reduce design complexity, most networks
are organized as a series of layers, each layer
offers certain services to its upper layer.

® Layer n on one machine carries on a
conversation with layer n on another machine.
The rules and conventions used in this
conversation are collectively known as the

layer n protocol.

09-01-2010 www . kaoyaneas: NEF Networks Chapter 1-1 50/107




Host 1

Layer 5

Layer 4/5 interface I

Layer 4

Layer 3/4 interface I

Layer 3

Layer 2/3 interface I

Layer 2

Layer 1/2 interface I

Layer 1

|

Layer 5 protocol

.kaoyancas.net

Host 2

Layer 5

i

Layer 4

i

Layer 3

i

Layer 2

!

Layer 1

i

Physical medium

Fig.1.13 Layers, protocols, and interfaces
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Some Terminologies (1)

— Networks are organized as a stack of layers or
levels, each one built upon the one below it

® Protocol

— An agreement between the communicating parties
on how communication proceed: how two
communicating parties exchange information.

® Service

— What a network offers to parties that want to
communicate.

® Peer

— The entities comprising the correspondlng Iayers
on different machines are c

4,,,m.n=“f::_—_z;:., SR W o e
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Some Terminologies (2)

® Interface

— Defines which primitive operations and services the lower layer
makes available to the upper one: how the services can be
accessed.

® Network Architecture

— A set of layers and protocols, together with interfaces between
layers, is called Network Architecture.

® Protocol stack
— Alist of protocols used by a certain system, one protocol per layer,
Is called a protocol stack.
® Protocol hierarchies

— Fundamental to all software that makes a computer network run, is
the notion of protocol hierarchies: structuring the services that a
network must offer in terms of layers.

e Ny Ry e g M =
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Interfaces and Services (1)

IDU SAP = Service Access Point
A IDU = Interface Data Unit
Laver n+ SDU = Service Data Unit
4 Gl [&0U PDU = Protocol Data Unit
ICl = Interface Control Information

Interface

Layer n ™ Layer n entities
i exchange n-PDUs
/ SDU — in their layer n

n-PDU protocol

Header

Relation between layers at an interface

..1[__1'

wlaiibda WS bk — = . .
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Interfaces and Services (2)

® A Service Access Point is identified by an
address, and forms the interface to a set of
services.

® The Service Data Unit contains the data you
want to send.

® The Interface Control Information contains info
needed to send the SDU, e.g. number of bytes.

® The Protocol Data Unit is the data that is sent
across the network, containing your SDU as well
as protocol-specific data.

R = L 1 eesh L
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| like —— Message FPhilosopher —— Jaime
rabbits d P les

lapins

L

_ Information _
L: Dutch | -—— for the remote Translator —— L: Duteh
Ik hou translator Ik hou

van van
konijnen s |konijnen

Information .
Fax #--- | = for the remote Fax #---

L: Dutch secretary Secretary 2 L: Dutch
Ik hou el i - |1k hou
van e R

konijnen konijnen
{

.

Fig.1.14 The philosopher — translator — secretary architecture

L _l;‘
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Layering: The Concepts (1)

® Two parties at different sites, but at the same
level, always agree on how they will exchange
information: specified in a protocol. Example: we
all agree to speak Chinese (but use English on
the sheets).

® In order for one party to send and receive
information, it can only make use of the
communication services offered by the layer
directly underneath it.

® Example: The use of interpreters in negotiations
between countries.
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Layering: The Concepts (2)

® Services offered by a layer are always fully
specified in terms of an interface that makes
those services accessible. Example: phones
have buttons that allow you to “dial” a number.

® Protocol: A set of rules and specifications for
peer-to-peer virtual communication, it is
“horizontal”.

® Service: A set of communication abilities and
operations provided by lower layer to its higher
layer, it is “vertical’.
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Layering: An Example

A

Source machine

Destination machine

Fig.1.15 Information flow supporting virtual communication in layer 5
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Payload and Fragmentation

® Observation: In a protocol stack, Layer & puts
its entire packet as data into a Layer -1 packet,
that is, the k-1 packet payload; the latter may
add a header and/or a trailer.

® Note: It may even occur that Layer & data has to
be split across several Layer k-1 packets, i.e.,
fragmentation. At the destination, reassembly is
needed to recover Layer & data.
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=(application layer)

p 1L /= (transport layer)
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1 3.2 Design Issues for the Layers (1)

® Addressmg
— Mechanism for identifying senders and receivers:
addressing to specify a party
® Rules for data transfer
— Simplex communication, SDX
— Half-duplex communication, HDX
— Full-duplex communication, FDX

® Error control

— Physical communication circuits are not perfect, so
that error-detecting and error-correcting code are used.
In addition, receiver must have some way of telling the
sender which messages have been correctly recelved
and which have not. - =
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1 3.2 Design Issues for the Layers (2)

® Sequencmg
— Keep the messages order

® Flow control

- Keep a fast sender from swamping a slow receiver
with data

® Disassembling and reassembling

— Allow all processes to accept arbitrarily long
messages

® Multiplexing

- Use the same connection for multiple, unrelated
conversations

® Routing

— Select a route from multiple paths between source
and destination f S
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1.3.3 Connection-oriented and
Connectionless Services (1)

® What is service?

— A set of communication abilities and
operations provided by lower layer to its higher
layer.

® Connection-oriented Services

— Three phases: First establish a connection,
then do a lot communication, and finally
release the connection; all packets are
transported on the same connection (route).
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() Services: Connections or Not (2)

%
%y N
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® Connectionless Services

— No connection established before hand.

— Data is put into some kind of envelope
called packet, on which the fully destination

address has been written.

— The envelope + contents (packet) is
independently routed in communication
subnet (may follow different route), until
gets to the destination, and that's it.

[orpme g g L "A"-'.'

";{— ":,T L “ e ¢....=u e e
09-01-2010 92/107



www . kaoyancas . net

Services:. Connections or Not (3)

® Each service can provide some quality:

— [s data delivered in the order it was sent?
With connections, this is generally the case.

— Is data transmission reliable? Generally
offered with connections, but not always with
connectionless services. Reliability requires
sending acknowledgements, so that
performance may degrade.
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Connection-Oriented and
Connectionless Services (4)

® Six different types of service

Connection-
oriented

Connection-
less

09-01-2010

<

<

~

Service

Example

Reliable message stream

Sequence of pages

Reliable byte stream

Remote login

Unreliable connection

Digitized voice

Unreliable datagram

Electronic junk mail

Acknowledged datagram

Registered mail

Request-reply

Database query
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1.3.4 Service Primitives

® Services are generally specified by a set of
primitives (operations), which tell the service to
perform some action or report on an action
taken by a peer entity. Primitives are normally
system calls.

Primitive Meaning
LISTEN Block waiting for an incoming connection
CONNECT Establish a connection with a waiting peer
RECEIVE Block waiting for an incoming message
SEND Send a message to the peer
DISCONNECT | Terminate a connection

sl AT er RN Rt
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. CONNECT.request: request for establishing a connection
(dial a phone number).

. CONNECT.indication: signal the callee (phone rings).

. CONNECT.response: reaction by callee to indication (pick
up the phone).

. CONNECT.confirm: tell caller whether call was accepted
(caller hears ringing stop).

. DATA.request: request data to be sent (say something)
. DATA.indication: signal arrival of data (callee hears you)
. DISCONNECT.request: request release of connection

(caller hangs up)

. DISCONNECT.indication: signal release of connection
(callee hears busy tone)

Layer N + 1 1 ‘|5 IR
“1‘ S - Computer 1
Layer N 4 6

10 Time —n-

Layer M + 1

I:_f_‘l:lIT'IFILJ’[-E'I' 2
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Service Primitives (2)

® Packets sent in a simple client-server
Interaction on a connection-oriented network.

Client machine Server machine
(1) Connect request

Client_| (2) ACK

process [T~ Server

(3) Request for data process

System (4) Reply
calls

(5) Disconnect

Operating Protocol | : Protocol | v
system{ Kernel il Drivers (6) Disconnect Kernel stack Drivers
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1.3.5 The Relationship of

Services to Protocols
® Service

- Is a set of primitives (operations) that a layer
provides to the layer above it, defining what
operations the layer is prepared to perform on
behalf of its users, but nothing about how

these operations are implemented.

® Protocol

— Is a set of rules governing the format and
meaning of the packets, or messages that are
exchanged by the peer entities within a layer.
Entities use protocols to |mplement thelr
service definitions. -
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The Relationship of Services to Protocols

Layer k + 1 Layer k + 1

IService provided by layer k I

Protocol
Layer k

| |

Layer k - 1 Layer k - 1

Fig. 1.19 The relationship between a service and a protocol
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End of part 1, Chapter 1
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